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Disclaimer

The contents of this document is provided on an "as is" basis. No representation or warranty (either express or implied) is made as to the completeness, accuracy or
reliability of the contents of this document. The manufacturer reserves the right to change designs or specifications without obligation and without further notice. Except as
otherwise provided, all warranties, express or implied, including without limitation any implied warranties of merchantability and fitness for a particular purpose are expressly
excluded.

Intellectual Property and Copyright

This document includes registered and unregistered trademarks. All trademarks displayed are the trademarks of their respective owners. Your use of this document does not
constitute or create a licence or any other right to use the name and/or trademark and/or label. This document is subject to copyright owned by Xtralis. You agree not to copy,
communicate to the public, adapt, distribute, transfer, sell, modify or publish any contents of this document without the express prior written consent of Xtralis.

General Warning

This product must only be installed, configured and used strictly in accordance with the General Terms and Conditions, User Manual and product documents available from
Xtralis. All proper health and safety precautions must be taken during the installation, commissioning and maintenance of the product. The system should not be connected
to a power source until all the components have been installed. Proper safety precautions must be taken during tests and maintenance of the products when these are still
connected to the power source. Failure to do so or tampering with the electronics inside the products can result in an electric shock causing injury or death and may cause
equipment damage. Xtralis is not responsible and cannot be held accountable for any liability that may arise due to improper use of the equipment and/or failure to take
proper precautions. Only persons trained through an Xtralis accredited training course can install, test and maintain the system.

Liability
You agree to install, configure and use the products strictly in accordance with the User Manual and product documents available from Xtralis.

Xtralis is not liable to you or any other person for incidental, indirect, or consequential loss, expense or damages of any kind including without limitation, loss of business, loss
of profits or loss of data arising out of your use of the products. Without limiting this general disclaimer the following specific warnings and disclaimers also apply:

Fitness for Purpose

You agree that you have been provided with a reasonable opportunity to appraise the products and have made your own independent assessment of the fitness or suitability
of the products for your purpose. You acknowledge that you have not relied on any oral or written information, representation or advice given by or on behalf of Xtralis or its
representatives.

Total Liability

To the fullest extent permitted by law that any limitation or exclusion cannot apply, the total liability of Xtralis in relation to the products is limited to:
(i) in the case of services, the cost of having the services supplied again; or
(ii) in the case of goods, the lowest cost of replacing the goods, acquiring equivalent goods or having the goods repaired.

Indemnification

You agree to fully indemnify and hold Xtralis harmless for any claim, cost, demand or damage (including legal costs on a full indemnity basis) incurred or which may be
incurred arising from your use of the products.

Miscellaneous

If any provision outlined above is found to be invalid or unenforceable by a court of law, such invalidity or unenforceability will not affect the remainder which will continue in
full force and effect. All rights not expressly granted are reserved.

Contact Us

UK and Europe +44 1442 242 330 The Americas +1 800 229 4434

Middle East +962 6 588 5622 Asia +86 10 56697101 Australia and New Zealand +61 3 9936 7000
www.xtralis.com
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1 General

1.1 Scope

This document provides specification details of the Li-ion Tamer® Rack Monitor system and is intended to aid
users in installation, operation, and maintenance.

O Important Note!

1 This device detects off-gas from lithium-ion batteries. It does not prevent fires
or thermal runaway. This device is not a stand alone safety device and should
be incorporated into a proper safety system. If device responds, there is a risk
of battery fault which could lead to thermal runaway. To avoid injury, leave area
immediately.

1.2 Key Features

e Early warning of lithium-ion battery failures

e Enable thermal runaway prevention with proper mitigation actions

o Single cell failure detection without electrical or mechanical contact of cells
o Extended product lifetime

o Calibration-free product

e Highly reliable output signal

e Low power consumption

o Compatible with all lithium-ion battery form factors and chemistries

o Easy installation

¢ Independent and redundant perspective on battery health

e Auto diagnostic capabilities

¢ Reduction/removal of false positive signals

e Several communication protocols including digital outputs and serial communication

1.3 Certifications

The Rack Monitor system has been designed and tested to meet the following certifications:

e ETL listed to UL 61010 and CSA 22.2 NO. 61010 for product safety
o EN 61326 for EU Directive (2014/30/EU)
e RoHS 3 EU 2015/863

1.4 Codes, Standards or Regulations

The Rack Monitor system is to be installed in battery systems according to the following codes and regulations:

¢ Any national or international standards or fire codes that requires off-gas monitoring detection
e Local codes and standards

1.5 Quality Assurance
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Li-ion Tamer Rack Monitor User Manual

1.5.1 Manufacturer

The manufacturer has an ISO 9001:2015 registered quality system and is committed to achieving the following
objectives:

e Development of innovative process and product solutions.

e On-time delivery of products and services to our customers.

e Provide for the safety and empowerment of our team members.

Continual improvement of operations and our quality system.

1.5.2 Equipment Supplier

The equipment supplier shall be authorized trained by the manufacturer to calculate/design, install, test and
maintain the Li-ion Tamer system.

The equipment supplier shall be able to produce a certificate of training from the manufacturer.

1.5.3 Installer

The equipment installer shall be authorized and trained by the manufacturer and shall have the ability to
design a system based on code requirements.

The installer shall be capable of providing calculations, design, and testing documents upon request.

1.54 Warranty

o The manufacturer shall guarantee the product by warranty for a period of one year with a target lifetime of
more than ten years.

The installation and dip switch configuration of the Li-ion Tamer Rack Monitor system shall be performed by
trained suppliers or commissioning parties.

1.5.5 Training

o The manufacturer or agent of the manufacturer shall train all personnel involved in the supply, installation,
commissioning, operation and maintenance of the Rack Monitor system. Contact a Honeywell/ Xtralis or
Nexceris representative to arrange training sessions.

1.6 Documentation

The following documentation shall be supplied by the manufacturer:

e Product technical datasheets and site layout drawings for sensor placement, when applicable.

e The manufacturer’s signal integration, operation and maintenance manuals shall be supplied to all installing
and purchasing parties.

e The manufacturer's commissioning manual shall be supplied to all suppliers and commissioning parties.

35793_00 5
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2 System Specifications and Operation

2.1 Off-gas Monitor Hardware Overview

211 Design Level

The off-gas monitor (OGM) hardware includes the Monitoring Sensors (LT-SEN-M) and Reference Sensors (LT-
SEN-R). Monitoring Sensors are indicated by black cables and corresponding controller port labels. Reference
Sensors are indicated by blue cables and corresponding controller port labels.

The sensor dimensions are shown on the following page.

25.4[1.000]

-

SENSE FACE—
\\

-

©28.58[1.125]
11/8-24

A simplified function model of the off-gas monitor is depicted below. Note that all programming and calibration is
performed by the manufacturer.

Supply
Voltage
—

DC/DC
Regulator

! v

Analog Output
Circuit

Gas Sensor Microcontroller

A 4

Programmer
(factory use only)

v

Analog
Output

21.2 Detection Method and Output

The detection method for all off-gas monitors is as follows:

1. Raw sensor signal is gathered as a continuous function.
2. Event Detection Algorithm processes the signal with a discrete algorithm function indicating event detection.
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The gas detection specifications are as follows:

1. Targets lithium ion battery off-gassing compounds

2. Minimum detection threshold of less than 1 [ppm/sec] and response time of 5 seconds

3. Single-cell failure fault detection capabilities

The off-gas monitor expected output signal is depicted below. Note that the individual OGM outputs are not visible
when connected to the Li-ion Tamer controller.

Y
Power OGM

@

y

Start-up:
0.25V

..........................

h 4
“Fail-safe”
Error States:
0.0V —or- 0.1V

Ready:
0.50v

v
Off-gas Detected:
3.0v

The “fail-safe” error states provide numerous diagnostic capabilities, which are detailed below for both 0.0 VDC
and 0.1 VDC outputs.

Li-ion Tamer Output Condition Diagnostic Capability

e Loss of power to device

e Loss of internal DC/DC regulation

Error state — e Failure of A/D output

Power failure e Failure of critical component on circuit board
e Component failure on output circuit

e Provides a “fail-safe” diagnostic state

0.0VDC

Gas sensor signal exceeds max threshold

Gas sensor signal resistance below min threshold
Error state —

0.1VDC : e Loss of sensor continuity
Signal out of range
e Failure of sensor heater

e Failure of communication between sensor and micro

2.2 Controller Specifications

The Li-ion Tamer controller (LT-CTR-C), detailed in Section 3, has the general specifications as follows:
1.  Dimensions: 210 (W) x 113 (L) x 63 (H) [mm]

2. Input power range: 8 — 28 VDC

3. Maximum of fifteen (15) sensors per controller

4. System outputs both digital outputs and MODBUS signal

35793_00 7



Li-ion Tamer Rack Monitor User Manual

225.04 [8.860]

\Q‘l”’,, 5

LI-ION TA

113.02 [4.450]

e

60.10 [2.386]

-

¥ xtralis

210.13 [8.273]

4x Flat Head Screws M3 x 0.5mm

63.02[2.481]

DIGITAL
ourruT 2 ourruT 1
[}

A simplified function model of the controller is depicted on the following page. Note that all programming and is
performed by the manufacturer.

A

DC/DC N OGM REF Input
Regulator i’ Network (for daisy-chaining)
I/
A N
Programmer Comparator
(factory use only) — PLC Cifcuit

REF Output
(for daisy-chaining)

Digital
Output

Modbus RTU
over RS232
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221 Power Consumption

The power consumption requirements are detailed below for a variety of conditions.

Power consumption specifications
Detail Specification
Controller (no sensors) 24 W(@24 VDC)
1.4 W (@ 12 VDC)
Sensor 275 mW (@ 5 VDC)
Controller 6.6 W (@ 24 VDC)
(fully populated, 15 sensors) 56 W(@ 12 VDC)
Fuse Rating 3.5A

2.2.2 Environmental Specifications

The environmental operating conditions are detailed below. Operating outside of the specified ranges may lead to
decreased performance and part damage.

Environmental specifications
Condition Specification
Temperature -10 to +60°C
Humidity 5to0 95% RH
Max temperature change 8.6'C/ min

223 Digital Outputs

The Combined Controller (LT-CTR-C) provides multiple digital signal outputs via two (2) 10-pin Molex ports. The
Digital Output Cables (LT-ACC-DCL) may be connected to those ports in order to access the following outputs via
bare-wire connections:
1. Unique rack-specific outputs

e Ready: 8 — 28 VDC (Supply Voltage)

e Alarm State: 0 VDC

2. Alarm Any: aggregated output signaling if off-gas is detected by any Monitoring Sensor connected to the
controller

e Ready: 8 — 28 VDC (Supply Voltage)
e Alarm State: 0 VDC

3. Sensor Error: diagnostic output signaling if any sensor connected to the controller is in an error state
(detailed in Section 2.1.2)

e Ready: 0 VDC
e Alarm State: 8 — 28 VDC (Supply Voltage)

The wire colors for each signal are detailed below with the corresponding digital output ports labelled on the
controller.
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DIGITAL OUTPUT 1

Pin Assignment Wire Color
1 Rack 1 Blue
2 Rack 2 Orange
3 Rack 3 White
4 Rack 4 Green
5 Rack 5 Red
6 Rack 6 White/ Black
7 Rack 7 Red/ Black
8 Rack 8 Green/ Black
9 Sensor Error Orange/ Black
10 GND Black
DIGITAL OUTPUT 2
Pin Assignment Wire Color
1 Rack 9 Blue
2 Rack 10 Orange
3 Rack 11 White
4 Rack 12 Green
7 Alarm Any Red/ Black
9 Sensor Error Orange/ Black
10 GND Black

O Note!

1 Controllers with Rev A motherboards will have the Alarm Any pinout on the
Green/Black conductor. Please contact an Xtralis representative for help
identifying the motherboard version.

224 Modbus Output

The Combined Controller (LT-CTR-C) provides a single Modbus RTU signal over RS-232 3-wire (TX, RX, GND).
A standard DB-9 serial cable may be used to obtain the output with the following specifications below.

MODBUS communication specifications
Detail Specification
Description Modbus RTU over RS232
Baud rate 9600
Parity None
Stop bit One
Hardware RS232 3-wire

(TX, RX, ground)
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The outputs are comparable to the digital outputs, where there is an output for each Monitoring Sensor, an Alarm
Any output, and a Sensor Error output. Each bit from the serial string is either a 1 or 0, indicating alarm and normal

states, respectively.

The controllers natively have MODBUS RTU and the signal can be converted to TCP/IP with an adapter provided
by Xtralis, which is detailed in Section 4.3. To integrate the TCP/IP adapter with the controller, the associated

serial port in the TCP/IP adapter should be set to “RTU Slave Mode”.

Outputs Function Code | Bit/ Register Address
Monitoring 1 Alarm 01 (0x01) 1
Monitoring 2 Alarm 01 (0x01) 2
Monitoring 3 Alarm 01 (0x01) 3
Monitoring 4 Alarm 01 (0x01) 4
Monitoring 5 Alarm 01 (0x01) 5
Monitoring 6 Alarm 01 (0x01) 6
Monitoring 7 Alarm 01 (0x01) 7
Monitoring 8 Alarm 01 (0x01) 8
Monitoring 9 Alarm 01 (0x01) 9
Monitoring 10 Alarm 01 (0x01) 10
Monitoring 11 Alarm 01 (0x01) 11
Monitoring 12 Alarm 01 (0x01) 12
Alarm Any 01 (0x01) 16
Sensor Error 01 (0x01) 17
PLC ‘Heartbeat’ 04 (0x04) 6

The outputs and their corresponding function codes are shown in the table above. The “Heartbeat” is a
watchdog timer that continuously increases every second until 3600, when it resets to 0. It can be used to
confirm that the controller is providing live information and has not timed out, frozen, or lost power.

35793_00

1"



Li-ion Tamer Rack Monitor User Manual

2.3 Li-ion Tamer Part Numbers

The full list of Li-ion Tamer Rack Monitor component part numbers is detailed below.

Part Number Item Description
LT-SEN-M OGM, Monitoring sensor Mounting on/near rack to detect off-gas from cells
LT-SEN-R OGM, Reference sensor Mounting around the ESS
LT-CTR-C Combined Controller Controller with 12 ports for monitoring and 3 ports for|
reference sensors
LT-ACC-PCL 10' Power Cable Power cable for all Li-ion Tamer controllers
LT-ACC-DCL 10' Digital Output Cable Digital output cable for all Li-ion Tamer controllers

LT-ACC-MCL-25

25' Monitoring Sensor Cable
(RJ45 Black)

Shielded RJ45 connector cable used with Monitoring
sensors, Black

LT-ACC-MCL-50

50' Monitoring Sensor Cable
(RJ45 Black)

Shielded RJ45 connector cable used with Monitoring
sensors, Black

LT-ACC-MCL-100

100' Monitoring Sensor Cable
(RJ45 Black)

Shielded RJ45 connector cable used with Monitoring
sensors, Black

LT-ACC-RCL-25

25' Reference Sensor Cable
(RJ45 Blue)

Shielded RJ45 connector cable used with Reference
sensors, Blue

LT-ACC-RCL-50

50' Reference Sensor Cable
(RJ45 Blue)

Shielded RJ45 connector cable used with Reference
sensors, Blue

LT-ACC-RCL-100

100' Reference Sensor Cable
(RJ45 Blue)

Shielded RJ45 connector cable used with Reference
sensors, Blue

LT-ACC-CCL-1, -3,

Controller Daisy Chain Cable

Shielded RJ45 connector cable used to daisy-chain

Bottle

-25, -50, -100 (Various Lengths) reference network signal to other controllers, Grey
, . MODBUS DB9 RS232 cable to connect the serial

LT-ACC-SCL 6" Female-Female Serial Cable output to the TCP/IP Adapter or customer interface
Adapter for changing the native MODBUS RTU

LT-ACC-IPA MODBUS TCP/IP Adapter output from the Li-ion Tamer controller to MODBUS
TCP/IP

LT-ACC-RLY Form C Relay Standard dry-contact Form C relay

LT-ACC-TST Li-ion Tamer Puff Test DEC A plastic bottle with a small amount of DEC for use

during bump testing of sensors

35793_00
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3 Controller Configurations

3.1 Combined Controller

The Combined Controller configuration specifications are as follows:

1.  Connect up to 12 Monitoring and 3 Reference Sensors

2. The Combined Controller can be used on its own.

3. “REF INPUT” is used to connect this controller to a larger Reference Sensor network.
4. “REF OUTPUT” is used to connect Reference Sensor network to another controller.

Combined Controller

Monl Moed Mens Moa? Mom® Meall M1 Aot )

Monl Mond Mot Moal  Moa1d Mtz w2 5

3.2 System Configuration

The Rack Monitor controllers and sensors can be configured in a variety of ways, depending on the application
area. Optimized controller configurations are to be determined by the manufacturer or a trained Xtralis
representative.

The basic layout for a system utilizing Combined Controllers is shown below. Note that the system may be scaled
by daisy-chaining multiple controllers in the manner shown.

Connect up to Connect up to
3 Reference Sensors 12 Monitoring Sensors
Ref 1 -Ref 3 Mon 1 - Mon 12

Optional
Connect up to another
Combined Controller

Connect up to Connect up to
3 Reference Sensors 12 Monitoring Sensors
Ref 1 - Ref 3 Mon 1 - Mon 12

Combined Controller

35793_00 13
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4
4.1

The following sections are general guidelines for sensor placement. Precise location and orientation are to be

Application

Sensor Placement

determined by a trained Xtralis representative upon installation.

411

Monitoring Sensor Placement

The Monitoring Sensors are to be placed near or on the battery rack to detect off-gas events from the rack. While
airflow is not required for sensor operation, the air flow patterns should be taken into consideration when
positioning the Monitoring Sensors. Several examples of potential air-flow patterns and their corresponding sensor

placement are shown on the following page.

Example #1

Type: air enters from the back of the rack and exits out the front
Sensor placement: top front of the rack

Sensor orientation: sensing face pointing down (+45°)

Example #2

Type: air enters from the top of the rack and exits out the bottom
Sensor placement: bottom center of the rack
Sensor orientation: sensing face pointing at 90 to vertical (+45)

Example #3

Type: air enters from the front of the rack and exits out the back
Sensor placement: top back of the rack
Sensor orientation: sensing face pointing down (+45°)

Ll

Sensing face
Pointing down

!
g

Sensing face

Pointing horizontal

-
11

35793_00
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Sensing face
Pointing down

2

Example #4

Type: air enters from the bottom of the rack and exits out the top

Sensor placement: top center of the rack Sensing face
Sensor orientation: sensing face pointing down (+45°) Pointing down

41.2 Reference Sensor Placement

The Reference Sensors are to be distributed throughout the ambient environment to monitor air inlets into the
system, such as HVAC exchangers, doors, and other media which can serve as air inlets. Appropriate quantities
and locations of sensors are to be determined by a trained Xtralis representative. The following information may
be used as guidelines for Reference Sensor placement.

1. Any entrance or exit locations to the battery space (doors, access points, etc.)
2. Any possible gas entry points to the battery space (forced air or passive vent, unsealed gaps, etc.)

e  Multiple points identified on one surface (i.e. geometric plane) can be monitored with on reference
sensor if the separation distance between points is less than 3 feet and not obstructed by a physical
barrier or airflow pattern that would prevent a gas entering from a point to be detected by a single
monitor.

o  Ensure adequate separation between Monitoring and Reference Sensors. Reference Sensors should
never be mounted near battery racks unless they are separated from the hot aisle by a physical barrier
(i.e. HVAC barrier, ducting, etc.).

3. Any HVAC entry points into the battery space

41.3 System Layout Example

As an example, a potential installation environment may be a 40 foot shipping container containing 24 battery
racks. Additionally, there may be two (2) HVAC units on either ends of the container and four (4) doors for
personnel entry. The layout for such a system is shown below.

35793_00 15
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@® Monotoring Sensor

© Reference Sensor

s= Combined Controller |

Rack  Rack Reck Rack  Reck Rack  Rack  Rack  Rack  Reck Rack  Rack
1 2 3 4 3 3 7 s 3 10 1 12
@) p
<
§ O O |3
(@]
I
Rack Reck  Rack  Reck Rack  Reck Reck  Rack  Reck Rack  Rack Rack
13 14 13 Pt 17 18 15 20 2 2 23 24

Note that there are a total of twenty-four (24) Monitoring Sensors and six (6) Reference Sensors that are
aggregated by two (2) Combined Controllers.

4.2 Signal Integration

The Li-ion Tamer controller has two primary outputs, including digital voltage signals and MODBUS serial
communications, which are detailed in Sections 2.2.3 and 2.2.4, respectively.

421 Digital Output Signal Wiring

The digital output signals are generated by the controllers and can be accessed by connecting the Digital Output
Cables (LT-ACC-DCL) to the ports indicated below.

DIGITAL DIGITAL m

OUTPUT 2 OUTPRUT 1
1

SERIAL OUTPUT

Typically, the digital output signals are wired into relays in order to actuate responses from other systems in the
ESS. The correct wiring procedure is shown below for the relay provided by Xtralis (LT-ACC-RLY), which is an
SPDT Form C relay. Note that the Initiating Device Circuit (IDC) is wired to a different relay connection depending
on which signal is being integrated and whether the relay signal is NO or NC. Additionally, due to the behavior of
the signals, the alarm any signal will activate the relay by default whereas the sensor error signal will not — the
appropriate wiring is shown for an IDC wired to both NO and NC relay connections.

O Note!

1 The sensor error signal should be integrated to indicate required maintenance
of the Li-ion Tamer Rack Monitor system. Alternatively, the alarm any signal
should be integrated to instigate fire suppression, increased cooling, or system
shutdowns.
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Black Black
Digital Output Digital Output
Connector 2 Connector 1 or 2
(LT-ACC-DCL) Az- | (LT-ACC-DCL) A2- |
Red/Black Orange/Black
i A

Li-ion Tamer Relay (Form C) alarm any Li-ion Tamer Relay (Form C) sensor error
signal wiring diagram for NO connection. signal wiring diagram for NO connection.

Black Black
Digital Output Digital Output
Connector 2 Connector 1 or 2
(LT-ACC-DCL) Az | (LT-ACC-DCL) JYS
Red/Black Orange/Black
Al | an |
Li-ion Tamer Relay (Form C) alarm any Li-ion Tamer Relay (Form C) sensor error
signal wiring diagram for NC connection. signal wiring diagram for NC connection.

35793_00 17



Li-ion Tamer Rack Monitor User Manual

4.2.2 MODBUS Signal Wiring

To access the MODBUS signal, regardless of whether TCP/IP is being utilized, the MODBUS Cable (LT-ACC-
SCL) will need to be connected to the controller at the port indicated below.

When integrating the MODBUS signal via a TCP/IP adapter (LT-ACC-IPA), the wiring procedure detailed by the
TCP/IP adapter manufacturer should be used to connect to the MODBUS signal. The adapter provided by Xtralis
is the MOXA MGate MB3000 Series RTU to TCP/IP adapter. For the MOXA MGate MB3000 Series wiring
diagram, please refer to the MOXA MGate MB3000 Series Manual which can be found on www.moxa.com.

4.3 TCPI/IP Adapter Integration
4.3.1 Accessing the TCP/IP Adapter Configuration Settings

The TCP/IP adapter requires some configuration prior to operation. Please follow the instructions below to properly
configure the adapter:

1. Download the MOXA MGate MB3000 Series Manual from https://www.moxa.com/en/products/industrial-
edge-connectivity/protocol-gateways/modbus-tcp-gateways/mgate-mb3170-mb3270-series#resources

2. Setup a local network by setting your computer to a static IP address in the same subnet as the TCP/IP
Adapter (ex. 192.168.0.1)

3. Connect to the device using one of the following methods:
a. MGate Manager

i Download MGate Manager from https://www.moxa.com/en/products/industrial-edge-
connectivity/protocol-gateways/modbus-tcp-gateways/mgate-mb3170-mb3270-series#resources

ii. Install the MGate Manager software according to the “Installing the Software” section in the
MOXA MGate MB3000 Series Manual

iii. Launch the MGate Manager according to the “Starting MGate Manager” section in the MOXA
MGate MB3000 Series Manual

iv. Connect to the device according to the “Connecting to the Unit” section in the MOXA MGate
MB3000 Series Manual

b. Web Console
i Open a web browser and enter the adapter’s default IP address (192.168.127.254)

4. For security reasons, account and password protection is enabled by default, so you must provide the
correct password to unlock the device before configuring the device. Xtralis has pre-configured the initial
password as the following:

Username: admin
Password: <Production S/N of the device> [See image below for location of Production S/N]
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MOXAN

Model Type: MGate MB3170

MN: MGate MB3170
Default IP: 192 168 127 254

proauction siv. |11 AR
TAIGE1030120

MAC Address: 00:90:E8 7E 5C.A2
Input: 12-48Vdc 435mA, Class2
Rev.: 241

5§ 4321 8

Aot Rergs: %
EXMAIIC T3 Ge -
@ @ ‘Oi‘ ;
Ratsd Cable Tomp & 114 T
Fl.4, No.135, Lane 235, Baogiao Rd. Xindian Dist., New Taipei City, Taiwan
MXA-MgateMB3170(A)

Figure 1: Location of Production S/N on Device Label

O Note!

1 If the device has been reset or had a firmware upgrade since the device has
been received, please refer to Section 4.3.3 for accessing the device.

5. See Section 4.3.2 for instructions on configuring the TCP/IP adapter before commissioning.

4.3.2 Configuring the TCP/IP Adapter

4.3.21 Configuration Instructions

For security reasons, Xtralis has pre-configured the TCP/IP adapter to disable certain communication protocols
(See the “Xtralis Pre-Configured Settings” Column in Table 1 in Section 4.3.2.2). However, additional configuration
steps outlined in this section are required for setting up and securing the device before commissioning.

For MOXA'’s Configuration and Hardening Manual, please prefer to Section 7 of this manual.

For a comprehensive configuration manual, please refer to the MOXA MGate MB3000 Series Manual from
https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-gateways/mgate-
mb3170-mb3270-series#resources

4.3.21.1 Basic Device Settings

Time and date settings — From the Basic tab on the Web console enter the Server and time settings as shown
below. For more information on the device name and time zone settings of the device, please refer to Page 10-12
(Modifying the Configuration> Basic Settings) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources)
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Basic Network Serial Protocol System
Server Setting
Server name MG-MB3270_83847
Server location
Time Settings

Time zone (GMT-12:00)Eniwetok, Kwajalein v
Local time [CImodify J11 7
Time server

4.3.21.2 Network Settings

The Network Settings tab is where the unit's network settings are configured. You can modify the Network,
Configuration, IP Address, Netmask, Default Gateway and DNS.

The default IP address of the device is 192.168.127.254. For security reasons, it is not recommended that the
device be installed outside of the security firewall network or given a public IP address. Additionally, the Accessible
IP List should be configured to prevent unauthorized access to the gateway (See Section 4.3.2.1 for configuration
instructions).

For more information on the network settings of the device, please refer to Page 10-13 (Modifying the
Configuration> Network Settings) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources

Basic Network Serial Protocol System

Network Configure Static v

IP Address 192 . 168 . 127 . 254
Netmask 255 .255.255. 0
Gateway 255 . 255 . 255 . 255
DNS1 B0 50::0
DNS2 g s 0 w00

4.3.21.3  Serial Settings

The Serial Settings interface is used to configure the serial interface of the device, which supports RS-232, 2-wire
RS-485, 4-wire RS-485 and RS-422 interfaces. You must configure the baudrate, parity, data bits, and stop bits
to match those in the specification table in Section 2.2.4 of this manual. Incorrect settings will result in
communication failures.

For more information on the network settings of the device, please refer to Page 10-14 (Modifying the
Configuration> Serial Settings) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources
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Basic

Port 1

Baudrate  Flow Control
9600 v None v
Parity FIFO

None v | |Enable v
Stop bit Interface

1 v | RS232 v
Data bits

4.3.21.4  Protocol Settings

The Protocol Settings is used to configure MODBUS specific settings, each setting group outlined in Table below.

In the “Mode” Settings, there is an option to enable ProCOM, which is a Moxa proprietary function that creates
virtual serial ports on the MGate MB3000 Series to mimic to behaviour of native serial ports when transmitting
data to the desired destination. Xtralis has pre-configured the device to disable the protocol, and do not
recommend enabling it. Additionally, all unused serial ports should be disabled. See Picture below for example of

Network Serial  Protocol System

how to disable ProCOM and Serial ports.

RTU Slave Mode | RTU Master Mode | ASCII Slave Mode | ASCII Master Mode

Cancel

m H

B

e

ASCII Slave

fi

Serial

Ethemet

1

RTU Master ASCII Master

Basic Network Serial Protocol

System

Mode Modbus Modbus Routing Priority Control

Serial
Port 1

(ORTU Slave Mode
(ORTU Master Mode
(O ASCII Slave Mode
(O ASCII Master Mode

(® Disable

[JProCOM Enable
Port2

Port 4 Ports

Protocol Configuration Settings

Settings Overview

o Used to determine whether the device(s) that are connected to
the serial port will operate as a master or a slave and whether
the Modbus RTU or Modbus ASCII protocol will be used. To
integrate with the controller, the associated serial port should be

Mode set to “RTU Slave Mode”. For security reasons, all unused ports
should be set to Disable.
e Used to enable/disable the ProCOM proprietary function. For
security reasons, ProCOM should be disabled.
Modbus Used to make adjustments and fine-tune the communication

between different Modbus networks.

Modbus Routing

Used to manage Modbus slave IDs, and determine how Modbus
requests will be routed to the serial ports by the gateway. This
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should be changed to match the settings specified in the
specification table in Section2.2.4 of this manual.

Used to enable and configure emergency requests, and specify
Priority Control which requests are sent to the front of the queue for more
immediate response times.

For more information on the protocol settings of the device, please refer to Page 10-15 (Modifying the
Configuration> Protocol Settings) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources

43.21.5 System Settings

e Account Management

The Account Management Settings is used to manage user accounts. The MGate MB3170/3270 series
provides two different user levels: admin and user with maximum 16 accounts. The admin account can
access and modify all the settings through the web console. The user account can only view the settings
and cannot change anything.

- Atminimum, the “admin” password should be changed before commissioning and after every factory reset
and device update.

However, it is strongly suggested that the TCP/IP adapter should be managed in another “administration
level” account instead of using the default “admin” account, as it is commonly used by embedded system.
A new account should be created with an “admin” User Level along with a unique username and password.
Once the new account is created, the default “admin” account should be deleted. The login details for the
“administration level” account should only be shared with authorized individuals who require configuration
modification privileges.

- i iii@ Cancel

8’

d

Ethernet

I
i
me @B SN O

Basic Network Serial Protocol System

SNMP Agent  Console Settings Notification Message Account Management L ogin Password Policy

Add X
Account Name Group
st aii -
User level admin v
New password
Retype password
Cancel

For more information on the account management settings of the device, please refer to Page 10-29
(Modifying the Configuration> System Settings -> Account Management) of the MOXA MGate MB3000
Series Manual (https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-
tcp-gateways/mgate-mb3170-mb3270-series#resources

e Login Password Policy and Notification Message
The Login Password Policy settings are used to configure login password policy and failure lockout.

- The password policy should be set to enable complexity strength check and a password lifetime per the
user’s organization requirements.
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Ethernet -
rﬂ
Serial I’

s @@ =N @

Basic Network Serial Protocol System

SNMP Agent Console Settings Notification Message ~Account Management Login Password Policy o L4
Account Password Policy Account Login Failure Lockout
Minimum length (4-18) [MEenable
Enable password complexity strength check Retry failure threshold D (1 - 10 time)
At least one digit(0~3) Lockout time (1 - 60 min)
Mixed upper and lower case letters(A~Z,

anz)
At least one spedial character:
~@#$%"*-_|;:,.<>000

[“]Password lifetime | 90 (90 - 180 days)

- In addition to configuring the password policy, the notification messages for Login and Login Authentication
Error should be set in the “Notification Message” settings.

- i ﬁ Cancel
- 1)

Ethernet -
r{}
Seria l‘

s @8 "N @

Basic Network Serial Protocol System

E-mail Alert SNMPTrap SNMP Agent Console Settings Notification Message  Account Management Logini ¢ | *

Login message

[ The account or password you entered is incorrect.
(Your account will be temporarily locked if excessive tried.)
Login authentication
failure message

For more information on the login password policy settings of the device, please refer to Page 10-30
(Modifying the Configuration> System Settings -> Login Password Policy) of the MOXA MGate MB3000
Series Manual (https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-
tcp-gateways/mgate-mb3170-mb3270-series#resources

e Console Settings

The Console Settings is used to configure the protocols that can be used to communicate with the web
console of the TCP/IP Adapter.

- Xitralis has pre-configured the device with the console settings in the image below.
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. " Cancel
. i fi
Ethernet '.1”2
. i
= @@ W Y
Basic Network Serial Protocol System
Accessble I Systemlog Auto Warning E-mail Alert SNMP Trap SNMP Agent Console Settings  Notifica’ ¢ |
Console Settings Session Settings
Maximum login user
HTTP console Disable v f; ,_Iﬂ#p «:{%TPUS 5 (1~10)
HTTPS console Enable R Auto logout timeout | 300 (60 ~ 3600 sec)
Telnet console Disable v
Reset button Disable after 60sec v
MOXA command Enable v

- Moxa Command is the proprietary protocol used to communicate with Moxa utilities, such as the Device
Search Utility and MGate Manager. For security reasons, it is strongly recommended that the user disable
the “MOXA command” in the Console Settings if the user does not need to communicate with Moxa utilities
after initial configuration. If it is disabled, the device must be factory reset in order for the device to
communicate with Moxa utilities.

- The reset button allows users to clear the password and load factory default settings (for a list of the factory
default settings, see the “Factory Reset Settings” Column in Table 1 in Section 4.3.2.2 in this manual.) For
security reasons, the Reset Button setting should be set to “Disable after 60 sec”. Xtralis has pre-configured
the Reset Button setting to “Disable after 60 sec”. For more information on how to reset the device, please
refer to Section Error! Reference source not found..

- For security reasons, it is strongly recommended to only use HTTPS to communicate to with the web
console. HTTP and Telnet are considered unsecure protocols that are not recommended for use with this
device and should remain disabled.

- The TCP/IP Adapter supports TLS 1.0, 1.1 and 1.2 encryption algorithms when HTTPS is in use. TLS 1.1
and lower have been proven to have severe vulnerability and high risks to be hacked. It is strongly
recommended that user only enable TLS 1.2 and higher, and disable all other versions of SSL and TLS in
the internet properties settings of the web browsers being used to access the web console.

- By default, the HTTPS console in the adapter uses self-sign certificates to communicate with a web
browser. For increased security, The HTTPS console supports the use of 3rd party certificates so that web
browsers can validate the certificate in the HTTPS connection initialization stage and determine if the
certificate could be considered trustworthy. Users should only import a trusted certificate issued by a third
party Certificate Authority. For instructions on how to import a trusted third party certificate, please see
Section 7.2.1 of this manual.

For more information on the console settings of the device, please refer to Page 10-28 (Modifying the
Configuration> System Settings> Console Settings) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources

e Accessible IP List settings

The Accessible IP List settings is used to add or block remote host IP addresses to prevent unauthorized
access to the gateway. In other words, if a host’s IP address is in the accessible IP table, then the host will
be allowed to access the TCP/IP Adapter.
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By default, the TCP/IP adapter has this feature disabled, meaning that any IP address can communicate with
the device. In addition to installing the TCP/IP adapter behind a security firewall, users should enable and
configure this feature before commissioning the system to prevent unauthorized access to the gateway.

- “Activate the accessible IP list” should be selected to enable the Accessible IP List feature.
O Note!

1 Selecting this feature without having “Apply additional restrictions” selected will
not allow protocol communication from IP addresses not on the list, but will
allow services from IP addresses not on the list. Services include HTTP,
HTTPS, Telnet, SSL, SNMP, SMTP, DNS, NTP, and DSU.

- For security reasons, “Apply additional restrictions” should also be selected in addition to “Activate the
accessible IP list” to prevent IP addresses not on the list from communicating with protocol communication
or services.

- At minimum, the Accessible IP List setting should be configured to allow access to hosts on a specific
subnet. To configure for a specific subnet, For both the IP address and netmask, use 0 for the last digit
(e.g., “192.168.1.0” and “255.255.255.0").

For increased security, the Accessible IP List setting should be configured to allow access to specific IP
addressed. To configure for a specific IP address, Enter the IP address in the corresponding field; enter
255.255.255.255 for the netmask.

Basic Network Serial Protocol System

Accessible IP  Systemlog Auto Warning E-mail Alert SNMP Trap SNMP Agent Console Settings Notifica’ ¢ | *
Activate the accessible IP list Add
(Protocol communications are NOT allowed for the IPs NOT on the list)

Apply additional restrictions
(All device services are NOT allowed for the IPs NOT on the list)

IP address Netmask
Act]'ve o .0 . 0 . O 255 . 255 . 255 . 255

(Double dick item to activate funactivate)

No. Active  IP address Netmask
01 v 192.168.1.0 255.255.255.255

For more information on the Accessible IP List settings of the device, please refer to Page 10-24 (Modifying
the Configuration> System Settings> Accessible IP) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources

e Logging and Auditing
The TCP/IP adapter support system logging, which should be enabled to record all important system events
to monitor any security issue of the device status.
- System Logs

o There are three types of events that can be recorded by the TCP/IP adapter system logs. See
Table below for a summary of all the event types

Event Group Summary

System System cold start, System warm start
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Network link down

DHCP/BOQOTP get IP/renew, NTP connect fail, IP conflict, Network

Login fail, IP changed, Password changed, Firmware upgrade,
Configuration | Certificate import, Configuration import/export, Configuration
change, Clear event log

Basic Network Serial Protocol System

Accessible IP Systemlog Auto Warning E-mail Alert SNMP Trap SNMP Agent Console Settings Notifica’ ¢

Event Group Syslog Local Log

System System cold start, System warm start

Network DHCP/BOOTP get IP/renew, NTP connect fail, IP confilct, Network link down
Configuration ;.ogin fail, IP changed, Password changed, Firmware upgrade, Certificate !

import, Configuration import/export, Configuration change, Clear event log:

o  Syslog — This will enable record keeping on a server over the network. In comparison to the local
log, using syslog would allow event logs to be stored for a longer period of time. It is
recommended that a syslog server be used to retain log information from the device.

Basic Network Serial Protocol System

Accessible IP  Systemlog Auto Warning E-mail Alert SNMP Trap SNMP Agent Console Settings Notifica| ¢ | *
import, Configuration import/export, Configuration change, Clear eventlogi

Local Log Settings

[[JEnable log capacity warning at D (%)

Warning by: [OsnmPTrap  []E-mail
Event log oversize action : Overwrite The Oldest Event Log v
Syslog Settings

o]
o
o
o

Syslog server IP

Syslog server port 514

For more information on the System Log settings of the device, please refer to Page 10-25 (Modifying

the Configuration> System Settings—> System Log) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-

gateways/mgate-mb3170-mb3270-series#resources
- Auto Warning

Auto Warning is triggered by different events. When a checked trigger condition occurs, the TCP/IP adapter
can send e-mail alters, SNMP Trap messages, or open/close the circuit of the relay output and trigger the

Fault LED to start blinking. It is recommended that auto warnings be enabled via Email.
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Basic Network Serial Protocol System

Accessible P SystemLog Auto Warning  E-mail Alert SNMP Trap SNMP Agent Console Settings Notifica’ ¢ | *

System Event
Cold start [CImail Orrap

Warm start Omail Otrap

Power input failure [CImail [Owap  [relay
Ethernet 1 link down [Imail [Otrap  [JRelay
Ethernet 2 link down [Imail [Otap  [JRelay

Config Event

Console(web/text) login auth faled [Mai Orap

IP changed [Cmail

Password changed OOmail

For more information on the Auto Warning settings of the device, please refer to Page 10-26 (Modifying
the Configuration-> System Settings> Auto Warning Settings) of the MOXA MGate MB3000 Series
Manual (https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources

Email Alert
Email Alerts settings allow users to configure mail server information for email alerts used for event

notification. Email alerts should be enabled for the “System Log” and “Auto Warning” events that support
email notification.

- oK
= i |III:::. Cancel
o A
Ethernet '1 y

L

Basic Network Serial Protocol System

Accessble IP  Systemlog Auto Warning E-mail Alert SNMP Trap SNMP Agent Console Settings Notifica’ ¢ | *
Mail server (SMTP)
My server requires authentication
Username

Password

From e-mail address MG-MB3170_978@MG-MB3170

To e-mail address 1
To e-mail address 2
To e-mail address 3

To e-mail address 4

For more information on the Email Alert settings of the device, please refer to Page 10-26 (Modifying the
Configuration> System Settings> Email Alert) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources

SNMP Trap

For more information on the SNMP Trap settings of the device, please refer to Page 10-27 (Modifying the
Configuration> System Settings> SNMP Trap) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources

SNMP Agent

Xtralis has pre-configured the device with the SNMP Agent disabled.

For more information on the SNMP Agent settings of the device, please refer to Page 10-27 (Modifying the
Configuration> System Settings> SNMP Agent) of the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources
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43.2.2

Error! Reference source not found.: Adapter Pre-Configured and Recommended Settings provides a list of a
dapter feature settings pre-configured by Xtralis as well as the Factory Reset settings after a reset or firmware
upgrade.

Pre-Configured and Factory Reset Feature Settings

Table 1: Adapter Feature Settings - Pre-Configured and Factory Reset

Xtralis Pre- | Factory
Process . . Port -
Option Configured Reset Type Description
Name ; . Number
Settings Settings
DSCI TCP | 4900
. For Moxa Utility
(Moxa Enable/Disable | Enabled Enable communication
Command) UDP | 4800
. . . . Processing DNS &
DNS client Enable/Disable | Disable Disable UDP | 53 WINS (Client) Data
SNMP agent | Enable/Disable | Disable Enable UDP | 161 SNMP handling routine
HTTP server | Enable/Disable | Disable Enable TCP | 80 Web console
geTr-\l;ePrS Enable/Disable | Enable Enable TCP | 443 Secured web console
Telnet server | Enable/Disable | Disable Enable TCP | 23 Telnet console
DHCP client to acquire
DHCP client | Enable/Disable | Disable Disable UDP | 67, 68 system IP address from
server
. . . . Sending system logs to
Syslog client | Enable/Disable | Disable Disable UDP | 514 remote syslog server
. . . . UDP/ Sending system/config
Email client Enable/Disable | Disable Disable Tcp 25 event notification
SNMP trap . . Sending system/config
client Enable/Disable | Enable Disable UDP | 162 event notification
Network time protocol to
NTP client Enable/Disable | Disable Disable UDP | 123 synchronize system time
from server
Modbus TCP . 502, 502 for Modbus
client/server Enable/Disable | Enable Enable TCP 7502 communication;
The MGate provides the
reset button to clear the
password or load factory
default settings. But for
security issues, users
Disable after 60 . can disable this function.
Rg?:tctb““o” sec, Always gf'tseibég o é'r;“;i{: NA | N/A In disabled mode, the
P Enable MGate will still enable
this function within 60
seconds after boot-up,
just in case users really
need to reset this
function.
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4.3.3 Resetting and Updating the TCP/IP Adapter

In the event the user needs to clear the password or load factory default settings, a factory reset can be performed
on the TCP/IP Adapter.

Additionally, MOXA releases version enhancements periodically that may contain important security patches
which will require the user to upgrade the TCP/IP Adapter firmware (See sections 7.3.1 and 7.4 of this manual for
more information on MOXA’s Patch and Vulnerability Management policies).

The following is a guide for factory resetting and updating the firmware for the TCP/IP Adapter:

1.

Performing Factory Reset or Firmware Update will reset all configuration and password settings in the
device. Before performing a factory reset or firmware update, we recommend exporting the configuration to
the local computer and importing the configuration after the reset or update is complete.

For more information on how to Export the configuration of the device, please refer to Page 10-43
(Export/Import) of the MOXA MGate MB3000 Series Manual (https://www.moxa.com/en/products/industrial-
edge-connectivity/protocol-gateways/modbus-tcp-gateways/mgate-mb3170-mb3270-series#resources)

e Instructions for Performing a Factory Reset

Xtralis has pre-configured the device to only enable the Factory Reset button within the first 60
seconds after power-on. To ensure a successful Factory Reset, press and hold the Reset button within
60 seconds of power-on.

For more information where to locate the reset button on your MOXA MB3000 Series device, please
refer to your device model’s Hardware section in the MOXA MGate MB3000 Series Manual
(https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-
gateways/mgate-mb3170-mb3270-series#resources)

e Instructions for Upgrading the Firmware

Please refer to Section 7.3.2 of this manual. for more information on how to perform firmware
upgrades on the device.

After a successful Factory Reset or Firmware Update, the device configuration will reset to the values in the
“Factory Reset Settings” column of Table 1 in Section 4.3.2.2.

For security reasons, account and password protection is enabled by default, so you must provide the
correct password to unlock the device before re-configuring the device. The default username and
password after a reset or firmware upgrade is the following:

Username: admin

Password: moxa

O Notes!

1 o |f the configuration file was exported before the Factory Reset or
Firmware Upgrade, import the configuration file to restore all of the
TCP/IP adapter settings.

For more information on how to Export the configuration of the device,
please refer to Page 10-43 (Export/Import) of the MOXA MGate MB3000
Series Manual (https://www.moxa.com/en/products/industrial-edge-
connectivity/protocol-gateways/modbus-tcp-gateways/mgate-mb3170-
mb3270-series#resources)

e |f the device needs to be configured, please refer to Section 4.3.2 of this
manual for how to configure the device.
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5 Installation, Operation and Maintenance

5.1 System Installation

All installation should be performed by a trained Xtralis representative. The following steps outline the installation
process:

1. Mount sensors (off-gas monitors)

2. Mount controllers

3. Route cables

. Follow color-coded convention to prevent wiring errors (Black = Monitoring, Blue = Reference, Gray =
REF signal daisy-chain)

o If applicable, locate the main cabling distribution area close to the central region of the installation site
to minimize the cable distances

e  Avoid mounting the cabling components in places that block accessibility to other equipment (such as
a power strip or fans) in and out of the racks

o Label the cables with their destination at every termination point (to ensure that both the ends of the
cable are labeled for identification and traceability).

e Test every cable during installation and termination. If a problem occurs, tag the malfunctioning cables
and separate them out.

e Avoid exposing cables to areas of condensation and direct sunlight.

e  Utilize cable trays whenever possible.

e  Provide strain-relief when mounting cables to prevent connection issues.

o  Observe all recommended practices from the cable manufacturer including bend radius, etc.
4. Make all connections to controllers

WARNING: Ensure that cables are not in tension when connected to controller. Make sure to provide
enough slack to avoid potential damage.

5. Follow commissioning process.

5.1.1 Sensor Mounting

The Monitoring and Reference Sensors may be mounted using one of two methods. Option 1 is to create a
through-hole on the panel the sensor is to be mounted on. Option 2, depicted below, is to use a custom mounting
bracket available through Xtralis. The following procedure should be used:

1. Fasten mounting bracket in position determined in the system layout

2. Secure sensor to bracket using 1 1/8-24 mounting nuts

3. Hand tighten nuts to secure the sensor to the bracket
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Controller Mounting and Earth Grounding

/

The controllers should be mounted according to the procedure below. Additionally, a mounting template is
available from Xitralis to locate mounting holes for the controller.

1. Disable any unused sensor ports, detailed in Section 5.2.1.
2. Secure controller to mounting surface using four (4) mounting holes.

3. Connect controller to earth ground and power via Power Cable (LT-ACC-PCL) according to the table below.
Earth grounding the controller provides earth ground to the sensor network and reduces signal noise due to

EMI.

4. Make all connections to the controller.

O

il

Earth ground connection points for various DC supplies:

LT-ACC-PCL DC supply with DC supply without
earth ground earth ground
Conductor Color connection connection
Red VDC+ VDC+
Black GND GND
Clear (drain wire) Earth [Ring terminal to

ground location]

Note!

If required, the power input can be connected to a DC power supply with a

battery back-up.

35793_00

31



Li-ion Tamer Rack Monitor User Manual

5.2 System Commissioning

5.2.1 Controller Commissioning

Unused channels on each controller shall be disabled on the controller to prevent the empty ports from being
detected as a faulty or missing sensor. Disabling a port will force the LED diagnostic light on the RJ45 port to be
‘green’. The procedure for controller configuration and sensor disabling is as follows:

@ WARNING: Use proper ESD protection when handling controller motherboard.
ESD

1.  Remove controller enclosure and locate “Sensor Disable” switches

2. Locate switch number associated with port — use number printed directly on PCB, not the number on the
red switch block

3. Disable sensor channel by moving switch to “ON” position

B @Qsor\\ﬁ\i:s%bl’é”‘f* 7 \Séﬂsbr\é)\iés?b',,e R
bmbvrondc\}/ ~ = e o © ~ «g, otn;romdoff
ensop\knable "7 ‘ Sensop \Enable™ ™7
“Mon 1” Disabled “Mon 1” Enabled

4. Confirm ‘green’ light on all unused channels

“Mon 1” Disabled “Mon 1” Enabled
Showing “error” at port because
sensor not connected

The table on the following page lists the sensor ports and their corresponding sensor disable switches. Note that
the REF INPUT port LED will remain green regardless of switch setting, and therefore cannot be used in error
diagnosing, which is detailed in Section 5.2.5.

“Sensor Disable”
Switch

1 “Mon 1”
“Mon 2”
“Mon 3”
“Mon 4”

Combined Controller

“Mon 5”
“Mon 6”
“‘Mon 77
“Mon 8”

O N O g A~ WD
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9 “Mon 9”
10 “Mon 10”
11 “Mon 11”
12 “Mon 12"
13 “Ref 1”

14 “Ref 2”

15 “Ref 3”

16 “REF INPUT”

5.2.2 Final Tests

The installer shall:

1. Confirm proper earth grounding by measuring resistance between connector block and earth ground

e Use a multimeter or an equivalent device to check the effectiveness of the connectivity between the
different parts of the installed equipment (such as cable shielding at reference and monitoring ports) to
the ESS ground.

e  Check at 2 points for each controller installed in the system. Measure earth ground resistance between
both of the 4x2 RJ45 connector blocks on the controller.

e Using IEEE Std 142-2007 “Recommended Practice for Grounding” and IEEE Std 1100-2005
“‘Recommended Practice for Powering and Grounding Electronic Equipment”, the ideal grounding
value would be less than 1Q from the equipment into the Earth.

¢ Recommended ground resistance measurements for Li-ion Tamer are less than 25Q from the RJ45
connector block to earth ground.

2. Confirm input conditions at each input port (using port diagnostic lights).

3. Gas bump tests can be conducted to verify tip-to-tail operation of the system with the MODBUS Software.
See Section 5.2.3 for testing procedure.

e  Confirm operation of signal connection to the energy storage system. Alarm signals can be generated
by bump testing to ensure proper operation of systems connected to the Li-ion Tamer controller.

4. Power cycle each controller and sensor network after installation and testing.

5.2.3 Bump Test Procedure

The Li-ion Tamer DEC Test Bottle (LT-ACC-TST) may be provided by Xtralis upon request. The bottle is filled with
a small amount of diethyl carbonate to be used for bump testing of sensors. Follow the procedure below to correctly
test sensors.

O Note!
1 It is important that the bottle never be turned up-side down during use and is
not intended to be refilled.
Required Materials for Testing:

e Li-ion Tamer DEC Test Bottle

e Li-ion Tamer MODBUS Software

e Latex gloves

e Safety glasses

e Respirator with organic cartridges (recommended)
How to Use:

1. Disconnect all Reference Sensors from the system. Visually confirm that the LEDs located on controller’s
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sensor ports are amber for ONLY the disconnected sensors. If any Monitoring Sensor ports display amber
LEDs, check the wire connections for the relevant sensors.

O Note!
1 If testing Reference Sensors, it is not necessary to disconnect all Monitoring

Sensors; however, the controller should be power cycled between each round
of bump tests and should be allowed 30 minutes prior to testing.

2. Open and run the included Li-ion Tamer MODBUS Software. See Section 5.2.4 for instructions on
connecting controllers to retrieve their serial output. Confirm that all Monitoring Sensor status indicators are
OFF.

3. Position the bottle relative to the desired Monitoring Sensor, like the example shown below.

4. Open the tab on the cap.
5. Firmly squeeze the bottle to release a puff of headspace gas towards the sensor face.

WARNING: Avoid ejecting liquid from the bottle, especially onto the sensor. If the sensors were recently
powered on, wait at least 30 minutes prior to testing. Additionally, confirm that the heartbeat shown in the
MODBUS Software Interface is changing.

6. Proceed to bump test all Monitoring Sensors, close the tab on the cap, and observe the sensor response.
Please see Section 5.2.4 for details on the MODBUS Software.

WARNING: Power cycle controllers every 30 minutes during testing or data corruption will occur.
7. Save data after testing, as shown below.

[t s b 0 s

8. Power cycle each controller and sensor network after testing.

5.24 MODBUS Software

The Li-ion Tamer MODBUS Software may be provided by Xtralis upon request. The following steps are intended
as a guide to software’s user interface:

1. The Modbus State switch, depicted on the following page, may be used to alternate between RTU and
TCP/IP connections. When using RTU, simply select the correct serial port. When using TCP/IP, enter the
correct IP address and port number.
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IP Address

Serial Port JEf€es! (+)

Port Number

HOLLI I .~ Start Program
RTU

. 1 Pause Program

LN Il .~ Start Program
RTU

.
TCP/IP B Stop Program

Select “Start Program” to begin serial connection with controller. See below for potential error codes and
the method for resolving them. If an error code appears that is not listed below, please contact an Xtralis

TCP/IP B Stop Program

N

representative.
Error Code DC supply with earth ground connection
54 e Invalid IP address
e Check controller IP address and confirm correct entry
e Connection timed out
56 e Check controller IP address or Serial Port and confirm

correct entry
e Check wire connections

3. Once connection is properly made, select the correct controller from the Product Selector drop down menu,
as shown below.

Pr‘oduct IITSTIa | LT-CTR-C- Combined Controller \I

4. Follow the guidelines in Section 5.2.3 for correct bump testing procedure.

5.  When a sensor is activated the “Current Status” and “Triggered?” indicators will be illuminated. After the
sensor exits the alarm state, only the “Triggered?” indicator will remain illuminated. Both possible displays
are shown below.

Current
Status Triggered?

Current
Status Triggered?

Monitoring 1

Monitoring 1
Monitoring 2

6. Confirm that the tested sensors have been “triggered” and verify that the controller generated the correct
output, as detailed in Section 2.2.4. See Section 5.2.5 if any sensors are not activated by bump testing.

Monitoring 2

5.2.5 Error Handling and Diagnostics

The table on the following page details potential system errors and their corresponding diagnostic indicators.
Sensor-specific error diagnostics are detailed in Section 2.1.2.

Function Error Handling Diagnostic

Sensor Input | Loss of sensor signal e “Error Any” signal on digital output/ Modbus
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Function Error Handling

Diagnostic

Sensor disconnected

Loss of continuity on sensor
cable

Port diagnostic light on controller turns amber

System will continue to operate with remaining
sensors

Sensor gives “Out-of-Range”

Sensor Input error state signal, 0.1V

“Error Any” signal on digital output/ Modbus
Port diagnostic light on controller turns amber

System will continue to operate with remaining
sensors

Loss of output signal
Digital Output | Loss of system power

Loss of output cable continuity

Output designed to be “fail-safe”

“Ready” signal is high-state of digital output
“Alarm” signal is low-state of digital output
Loss of signal errors result in alarm state

Loss of output signal

, Loss of system power
Serial Output i o
Loss of serial cable continuity

PLC is frozen

Modbus handshake communication (i.e.
‘heartbeat’) will indicate loss of output or if the
PLC has frozen

Heartbeat increases every second. Counts 0 —
3600, and roll over to 0

The following details troubleshooting steps that may be taken if an “Error Any” signal is generated:

1.
2.
3.

The REF INPUT port will always indicate a green LED. This port, though it aggregates reference input signals
from other controllers, does not aggregate error signals. Therefore, troubleshooting must be performed on each
controller. Additionally, the port light is not an indicator of a disconnected cable. Ensure RJ45 cables between the

If the port is not being used, make sure the “Sensor Disable” switch is ON (detailed in Section 5.2.1).
Ensure the cable is connected and has proper continuity.

If necessary, replace the sensor connected to that port. Be sure to replace the affected part with a device of

the same part number.

REF OUTPUT and REF INPUT ports of separate controllers are securely connected.

5.3 Maintenance and Service

5.3.1

The Li-ion Tamer Rack Monitor system requires minimal operation and maintenance procedures as the off-gas
monitors are designed to be calibration-free and have comparable lifetime to that of the ESS battery system. The

Maintenance Tests

general procedure is detailed below and should be performed annually.

1.

Immediately attend to any errors generated by the system’s self-diagnostics (detailed in Section 5.2.3).

o Confirm that LEDs at all ports are Green. Amber lights indicate an error is present at that port. “Error

Any” signal communicated over Digital Outputs and Serial Output can be used to remotely monitor the

e Inspect for physical damage to controller, sensor network, cabling, sensor placement, or other visual

e Inspect sensor for excessive dust build up at the inlet. Sensor inlet is protected by a 40um breather
vent. This prevents diffusion restriction from dust build up from impacting the operation of the off-gas
monitor; however, excessive dust should be removed from the inlet of the sensor as a best practice.

o  Ensure that mounting nuts are tightened to secure sensor to mounting bracket.

2. Perform a visual inspection.

system for errors.

changes to the original system construction.
3. Bump test the sensors to verify gas response.
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e The sensors can be activated with a bottle of battery off-gassing compounds (LT-ACC-TST), which is
supplied by Xtralis.

¢ Note that the bump test kit does not simulate the amount of gas released during an off-gas event. It
should only be used to release gas into the head of the gas monitor for the purpose of confirming
operation of the gas sensor. It should not be used to release off-gas compounds into the rack or
general vicinity to see if a nearby off-gas monitor detects it.

¢  When using the bump test kit care needs to be taken not to activate a reference sensor.
e  Bump test kits should be used according to instructions in Section 5.2.3.

5.3.2 Fuse Replacement

The controller and sensor network power is protected by a 3.5A fuse which is located on the printed circuit board
inside the controller. Remove the backplate and gently remove the circuit board to access the fuse shown below.
Fuses must be replaced with an appropriate substitute 3.5A fuse.

@ WARNING: Use proper ESD protection when handling controller motherboard.

ESD

5.3.3 Spare Parts

Spare parts may be provided by Xtralis upon request.

5.34 System Decommissioning

Before decommissioning the TCP/IP Adapter, a factory reset should be performed on the device. Please follow
Step 1 in Section 4.3.3.

Contact a Honeywell / Xtralis or Nexceris representative for guidance on how to decommission the Li-ion Tamer
Rack Monitor system.
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6

1.

Frequently Asked Questions

How do you know if the Li-ion Tamer monitor is functioning properly?
e  The output of the Li-ion Tamer OGM is fail-safe and has self-diagnostic capability

e  Errors from sensors are detected at the controller through transmission of the “Error Any” signal and
diagnostic lights at the port.

What happens if a sensor malfunctions?
e  The output of the Li-ion Tamer OGM is fail-safe and has self-diagnostic capability

e  Errors from sensors are detected at the controller through transmission of the “Error Any” signal and
diagnostic lights at the port.

e  The Li-ion Tamer controller will continue to operate using the remaining off-gas monitors
What happens if a sensor is disconnected from the controller?

e This is detected by the controller and generates an “Error Any” alarm signal at the output.
e  The diagnostic LEDs on the port will indicate that a sensor has been disconnected

e  The Li-ion Tamer controller will continue to operate using the remaining off-gas monitors
What happens if the PLC freezes or becomes unresponsive?

e  The Modbus communication includes a heartbeat timer that can be used to verify that the PLC is still
running.

Can the Li-ion Tamer system be installed with less than one sensor per rack?
e ltis not recommended to install less than one sensor per rack.
e  However, this is permitted under the following circumstances:
- When back-to-back racks share a common exhaust channel
- When large scale fire testing demonstrates less sensors are sufficient
Can the Li-ion Tamer system be tested with a test-gas to activate the off-gas monitor?

e Yes, the sensors can be activated with a bottle of battery off-gassing compounds (LT-ACC-TST),
which is supplied by Li-ion Tamer.

e |t should be noted that the bump test kit does not simulate the amount of gas released during an off-
gas event. It should only be used to release gas into the head of the gas monitor for the purpose of
confirming operation of the gas sensor. It should not be used to release off-gas compounds into the
rack or general vicinity see if a nearby off-gas monitor detects it.

o  When using the bump test kit care needs to be taken not to activate a reference sensor.
e  Bump test kits should be used according to instructions provided by Li-ion Tamer

e  Bump tests should only be performed by appropriately trained and qualified personnel
Are all the off-gas monitors on the system interchangeable?

o  (Off-gas monitors with the same part number are interchangeable

e Reference (LT-SEN-R) and Monitoring (LT-SEN-M) Sensors are not interchangeable

o Reference and Monitoring Sensors are color-coded along with their cable and input ports on the
controller to ensure proper connection of the system

e  Monitoring Sensors and associated ports are BLACK

o Reference Sensors and associated ports are BLUE

Does the earth ground connection on the Power Input cable need to be connected to ground?
e Yes, the earth ground connection should be connected for all controllers in the system

e This is propagated throughout the system to connect the cable shielding to earth ground to help
protect the system against EMI

Can any RJ45 cable (i.e. ethernet cable) be used to connect an OGM to the controller?

e No, Li-ion Tamer recommends that only cables provided by Li-ion Tamer are used to maintain
minimum requirements and color coding
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e All cables must be shielded with connected drain wires, have 26 AWG conductors or larger and be
less than 100 ft.

10. Does the Li-ion Tamer off-gas monitor need to be tuned for different battery chemistries?

. No, the monitor detects the presence of solvents that are common at all lithium-ion battery chemistries;
therefore, it is chemistry agnostic.
11. How do we know the parts have not been tampered with between shipping and receival?
e  Every sensor and controller package is heat sealed in an ESD bag. If that seal is broken prior to
commissioning and installation, please contact a Honeywell / Xtralis representative to request a
replacement.
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7 Appendix: Configuration Management and
Hardening Manual of MGate MB3170_3270
Series_v2

The following is a PDF version of the Configuration Management and Hardening Manual for the MOXA MGate
MB3170 adapter. It is highly recommended that this manual be used to harden the configuration settings of the
TCP/IP adapter. It also outline’s MOXA’s management plans for releasing device firmware and software updates,
device firmware enhancements, and security advisories.

7.1 General System Information

711 Basic information of the device

Model Function Operating System Firmware Version
MGate MB3170/3270 Series | Gateway Moxa Operating System (MOS) | Version 4.1

The MGate MB3170/3270 series is a Modbus protocol gateway specifically designed to allow industrial devices to
be directly accessed from the network. Legacy Modbus serial devices can thus be transformed into Ethernet ones,
which can be monitored and controlled from any network location or even the Internet.

Moxa Operating System (MOS) is an embedded proprietary operating system, which is only executed in Moxa
edge devices. Since the MOS operating system is not openly available, it decreases the chances from malware
attack or consistent malicious behavior. To harden the security of proprietary operating system, the open source
HTTPS library, mbed TLS v2.7.5, is also included with periodically reviewed for cybersecurity enhancement.

7.1.2 Deployment of the device

The deployment of the MGate MB3170/3270 series is suggested to allocate behind the security firewall network
that have sufficient security features in place and ensure that their networks are safe from internal and external
threats.
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7.2 Configuration and Hardening Information

For security reasons, account and password protection is enabled by default, so you must provide the correct
account and password to unlock the device before entering the web console of the gateway.

Xtralis has pre-configured the device’s default account with a unique password. After a factory reset or firmware
upgrade, the default account and password are admin and moxa (both in lowercase letters) respectively. Once
you successfully log in, the pop-up notification is shown to remind to change the password in consideration of
higher level of security. Below snapshot is the GUI for Web Console.

192.168.127.254 says

Please change the password in consideration of a higher level of
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7.21 TCP / UDP ports status

Please refer to below table for all the ports, protocols, and services are used to communicate between MGate
MB3170/3270 series and other devices.

. Default Port e
Process Name Option Settings Type Number Description
DSCI TCP 4900
Enable/Disable | Enable For Moxa Utility communication
(Moxa Command) UDP 4800
: . . Processing DNS & WINS
DNS client Enable/Disable | Disable UDP 53 (Client) Data
SNMP agent Enable/Disable | Enable uUbpP 161 SNMP handling routine
HTTP server Enable/Disable | Enable TCP 80 Web console
HTTPS server Enable/Disable | Enable TCP 443 Secured web console
Telnet server Enable/Disable | Enable TCP 23 Telnet console
: . . DHCP client to acquire system
DHCP client Enable/Disable | Disable UDP 67, 68 IP address from server
: . . Sending system logs to remote
Syslog client Enable/Disable | Disable uUbpP 514 syslog server
Email client Enable/Disable | Disable |~ | 25 Sending system/config event
TCP notification
. . . Sending system/config event
SNMP trap client Enable/Disable | Disable UbP 162 nofification
Network time protocol to
NTP client Enable/Disable | Disable UDP 123 synchronize system time from
server
502 for Modbus communication;
Modbus TCP Enable/Disable | Enable | TcP |29 7502 for priority Modbus
client/server 7502 R
communication
. 950~953 | Mapping additional Modbus
ProCOM Enable/Disable | Enable TCP 966~969 | slave role on Windows platform
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For security reason, users can consider to disable unused services and using higher security level of services for
data communication. Please refer to the below table of suggested settings.

Suggested Port .
Process Name Settings Type Number Security Remark
DSCI TCP 4900
Disable Disable service for not commonly used
(Moxa Command) UDP 4800
DNS client Disable UDP 53 Disable service for not commonly used
SNMP agent Disable UbDP 161 Suggest to manage MGate via HTTPS console
. Disable service for HTTP from plain text
HTTP server Disable TCP 80 transmission
HTTPS server Enable TCP 443 Encrypted d_ata channel with trusted certificate for
MGate configuration
Telnet server Disable TCP 23 Disable service for not commonly used
DHCP client Disable UDP 67, 68 Suggested to assign system IP in static manner
, MGate is the syslog client role to send important
Syslog client Enable ubp 514 system events for the MGate status diagnosis
Lo UDP/ A service for sending important system events for
Email client Enable TCP 25 the MGate status diagnosis
, A service for sending important system events for
SNMP trap client Enable UbP 162 the MGate status diagnosis
NTP client Disable UDP 123 Disable service for not commonly used
Modbus TCP Enable TCP 502, Suggested to add communicating Modbus
client/server 7502 devices IP address to “Accessible IP list”.
. 950~933 | Disable ProCOM if users are not using Windows
ProCOM Disable TCP 966~969 | as Modbus client role

The following instructions will guide you to configure the suggested settings of services:

. For the consoles services

HTTP Disable
HTTPS Enable
Telnet Disable
Moxa Command | Disable

Login to HTTP/HTTPS consoles, select System Managemen->Misc. Settings>Console Settings, then
users can select to enable or disable services as suggested. Below snapshot is the GUI for Web Console.

Console Settings

Configurations

HTTP console Disable v
HTTPS console Enable v
Telnet console Disable v
Reset button Disable after 60 sec ¥
MOXA command Disable v
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HTTPS is an encrypted communication channel. The encryption algorithm which is lower than TLS v1.1 has
been proved to have severe vulnerability and higher risks to be hacked. It is suggested for users to disable
the insecure SSL or TLS versions listed below from the Internet properties settings of the web browsers.

- SSLverl.0
- SSLver3.0
- SSLver2.0
-  TLSver1.0
- TLSver1.1

&% Internet Properties ? X

General Seaurity Privacy Content Connections Programs Advanced

Settings

Enable DOM Storage A
[[] Enable Enhanced Protected Mode*®

Enable Integrated Windows Authentication®

Enable native XMLHTTP support

Enable Windows Defender SmartScreen

[[] send Do Not Track requests to sites you visit in Internet £
[ usessL 3.0

[] useTis 1.0

W Use s 1]

Use TLS 1.2
Warn about certificate address mismatch*
[[] Warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
v

< >
*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset.
condition.

You should only use this if your browser is in an unusable state.

ot | [ o

In order to use HTTPS console without certificate warning shown from web browsers, users need to import
the trusted certificate issued by 3™ party Certificate Authority. The web browsers would validate the certificate
in the HTTPS connection initialization stage and determine if the certificate from MGate MB3170/3270 series
server could be considered as trustworthy or not.

Login to HTTP/HTTPS consoles, select System Management->Certificate. By importing the 3"-party
trusted SSL certificate, the security level can be enhanced. Below snapshot is the GUI for Web Console.

Certificate

Certificate Settings

Issued to 10.144.8.226

Issued by 10.144.8.226

Valid from 2000/3/4 to 2020/3/4

Select SSL certificate file Choose File |No file chosen Import
Delete SSL certificate file Delete

e  For the SNMP Agent service

Login to HTTP/HTTPS consoles, select System Management->SNMP Agent. Then, select Disable of the
SNMP agent service. Below snapshot is the GUI for Web Console.
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SNMP Agent

SNMP Settings

SNMP Disable v
Contact

Read community string public
Write community string private
SNMP agent version V1,V2c, V3 v
Read-only username rouser
Read-only authentication mode Disable v
Read-only password

Read-only privacy mode Disable v
Read-only privacy

Read/Write username rwuser
Read/Write authentication mode Disable v
Read/Write password

Read/Write privacy mode Disable v

Read/Write privacy

For the ProCOM service

Login to HTTP/HTTPS consoles, select Protocol Settings>Mode. Then, uncheck the Enable service of
ProCOM. Below snapshot is the GUI for Web Console.

Modbus Operation Mode

Port Mode

1 RTU Slave
ProCOM Enable
RTU Slave
RTU Slave
RTU Slave
RTU Slave

-«

<4 < <« '«

[ NS R S|

For the NTP service
HTTP Disable

While entering to HTTP/HTTPS console, select Basic Settings, and then keep the Time server setting empty
(which is meant to disable NTP service). Below snapshot is the GUI from the Web Console.

Time Settings
Time zone (GMT-12:00)Eniwetok, Kwajalein v
Local time 2000 101 101 00 137 128 Modify
Time server

O Note!

1 Every instruction above has to click the Submit button in order to save settings
the user has made. Then to restart the MGate MB3170/3270 series to make
the new settings effective.

7.2.2 Account Management

The MGate MB3170/3270 series provides two different user levels: admin and user with maximum 16
accounts. The admin account can access and modify all the settings through the web console. The user
account can only view the settings and cannot change anything.

By default, the administration account, admin, is generated with the password of moxa. To do the account
management, please log in to the web consoles, select System Management->Misc. Settings=> Account
Management. In order to change the password from existed account, please double click the assigned
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account, you will then enter to the webpage for changing the password (at least 4 characters by default).
The Below snapshots are the GUI for Web Console.

Account Management

Account Settings

+ A
Account Name Group
admin admin
Account Management
Account Settings
Account name : admin
User level : admin v

Old password :
New password :

Retype password :

e To add a new account, please log in to HTTP/HTTPS console, and select System Management->Misc.
Settings>Account Management. By clicking Add button, the account settings interface will be shown for
configuration. The Account name, User level, New password, and Retype password are needed to be filled
in to generate a new account. The below snapshot is the GUI for Web Console.

Account Management

Account Settings

Account name :

User level : admin v

New password :

Retype password :

O Note!

1 It is suggested to manage MGate MB3170/3270 series in another
“administration level” account instead of using the default “admin” account, as
it is commonly used by embedded system. Once the new administration level
account has been created, the original “admin” account is suggested to be
detected for security concern to avoid the brute-force attack.

e Considering security level, the login password policy and failure lockout can be configured. To configure it,
please login to HTTP/HTTPS console, and select System Management->Misc. Settings>Login
Password Policy. Not only the Account Password Policy can be configured, the Account Login Failure
Lockout can be further enabled to increase the security level of account management.

It is suggested to set password policy in higher complexity. For example, set the “Minimum length” to 16;
enable all password complexity strength check; enable “Password lifetime” checking mechanism. Also, to
avoid brute-force attack, it's suggested to enable Account Login Failure Lockout feature. The below
snapshot is the GUI for Web Console.
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Login Password Policy

Account Password Policy

Minimum length 4 (4~16)
) Enable password complexity strength check

¥) At least one digit(0~9)

¥ Mixed upper and lower case letters(A~Z, a~z)

¢! At least one special character: ~\@#$%"&*-_|;:,.<>[1{}()
¥ Password lifetime 90 (90 ~ 180 days)
Account Login Failure Lockout
¢/ Enable
Retry failure threshold 5 (1~10time)
Lockout time 5 (1 ~60 min)

e For some system security requirements, it is needed to display an approved warning banner to all users
attempting to access the device. The add up the warning banner please log in to HTTP/HTTPS console, and
select System Management->Misc. Settings->Notification Message. Users can type in the warning
message in the “Login Message” at all access points.

Notification Message

Notification Message Settings

Login message

0 character/maximum 240 character

The account or password you entered is incorrect
(Your account will be temperarily locked if excessive tried )

Login authentication fallure message

111 character/maximum 240 character

7.2.3 Accessible IP List

The MGate MB3170/3270 series has a feature which can add or block remote host IP addresses to prevent
unauthorized access to the gateway. That is, if a host’s IP address is in the accessible IP table, then the host will
be allowed to access the MGate MB3170/3270 series. To configure it, please login to HTTP/HTTPS console,
select System Management->Accessible IP List. The different restrictions are listed in the table below (the
checkbox Apply additional restrictions can only be activated if Activate the accessible IP list is activated. The below

snapshot is the GUI for Web Console.
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Accessible IP List

¥/ Activate the accessible IP list (Protocol communications are NOT allowed for the IPs NOT on the list)

) Apply additional restrictions (All device services are NOT allowed for the IPs NOT on the list)

Index

© ® N OB LN S

a
=)

Active IP

NetMask

Activate the
accessible IP list

Apply additional
restrictions

IPs on the list
(Active checked)

IPs NOT on the list
(Active NOT checked)

All protocol communication

Protocol communication is

and services* are allowed.

Y . not allowed, but services®
and services* are allowed. .
are still allowed.
v v All protocol communication | All services* are not

allowed.

* Services indicates HTTP, HTTPS, TELNET, SSL,

You may add a specific address or range of addresses by using a combination of an IP address and a netmask

as follows:

To allow access to a specific IP address: Enter the IP address in the corresponding field; enter 255.255.255.255

for the netmask.

To allow access to hosts on a specific subnet: For both the IP address and netmask, use 0 for the last digit

(e.g., “192.168.1.0” and “255.255.255.0").

To allow access to all IP addresses: Make sure that Enable the accessible IP list is not checked.

SNMP, SMTP, DNS, NTP, DSU
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Additional configuration examples are shown in the following table:

Desired IP Range IP Address Field Netmask Field
Any host Disable Enable
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 255.255.255.0

192.168.1.1 to
192.168.255.254
192.168.1.1 to 192.168.1.126 192.168.1.0 255.255.255.128

192.168.1.129 to
192.168.1.254

192.168.0.0 255.255.0.0

192.168.1.128 255.255.255.128

WARNING: Ensure the communication peer is listed in the accessible IP list for entering the web console.

7.24 Logging and Auditing
o Please refer to below table for all the events that will be recorded by MGate MB3170/3270 series

Event Group Summary

System System cold start, System warm start

DHCP/BOQOTP get IP/renew, NTP connect fail, IP conflict,
Network link down

Network

Login fail, IP changed, Password changed, Firmware
Configuration | upgrade, Certificate import, Configuration import/export,
Configuration change, Clear event log

e To configure this setting, log in to HTTP/HTTPS console, and select System Management->System Log
Settings. Then, enable the Local Log for recording on the MGate MB3170 device and/ or Syslog for keeping
the records on a server over the network. It is suggested to enable system log settings to record all
important system events to monitor any security issue of the device status. The below snapshot is the GUI
for Web Console.

System Log Settings

Syslog Settings
Sysiog server P

e To review above events, login to HTTP/HTTPS console, select System Monitoring—>System Log. The
below snapshot is the GUI for Web Console.

System Log

System Log
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7.3 Patching/ Upgrades
7.31 Patch Management Plan

Considering to the patch management, Moxa will, in general, release version enhancement with thoroughly release note
annually. If there is any security vulnerability issue being identified, Moxa will release the enhanced version within 30 days.

7.3.2 Firmware Upgrades

The process of firmware and/or software upgrade is instructed as below.

o Moxa will release the latest firmware and software along with its released notes on our official website. Below linkages
are listed for the specified items for MGate
MB3170/3270 series.
- Firmware of MGate MB3170/3270 series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/modbus-tcp-gateways/mgate-
mb3170-mb3270-series#resources

o When the user wants to upgrade the firmware of MGate MB3170/3270 series, please download the firmware from
website first. Then log in to HTTP/HTTPS console, and select System Management > Maintenance->Firmware
Upgrade. Click the Choose File button to select the proper firmware and click Submit to upgrade the firmware.

Firmware Upgrade
11! Warning !!!

Note: Firmware upgrade will discard your un-saved configuration changes and restart the system!

Select firmware file Choose File | No file chosen

7.4 Security Information/ Vulnerability Feedback

As adoption of the Industrial loT (IloT) continues to grow rapidly, security has become one of the top priorities. The Moxa
Cyber Security Response Team (CSRT) is taking a proactive approach to protect our products from security vulnerabilities
and help our customers better manage security risks.

Please follow the updated Moxa security information from the below linkage:

https://www.moxa.com/en/support/product-support/security-advisory

www.honeywell.com




